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What is this about

Defining a privileged user:

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.
800-53r5.pdf

Discussion: Privileged roles are organization-
defined roles assigned to individuals that allow
those individuals to perform certain security-
relevant functions that ordinary users are not
authorized to perform. Privileged roles include
key management, account management,
database administration, system and network
administration, and web administration. A role-
based access scheme organizes permitted
system access and privileges into roles. In
contrast, an attribute-based access scheme
specifies allowed system access and privileges
based on attributes.

Why do we care:

» Special monitoring/attention required
 Ability to harm the data/system

* Security concepts like Zero Thrust and
principal of least privileges


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf

Basic about BMC AMI Security Privileged Access
Manager (PAM)

There are times when authorized users require elevated privileges, which are controlled by external
security managers (ESM), like

* |IBM Resource Access Control Facility (RACF)
e CA Access Control Facility 2 (ACF2)

 CA Top Secret Security (TSS)

To perform specific application or system changes. For certain critical or sensitive systems, having one
or more users with permanent access privileges is a potential security risk.

PAM enables users who do not have system privileges on a permanent basis to request elevated

privileges when required. All Security PAM activity is fully audited and can be associated with change
control requests.

BMC AMI Security Privileged Access Manager provides multiple methods for accessing and
grouping the temporary system privileges that you can request.



Basic about BMC AMI Security Privileged Access
Manager (PAM)

BMC AMI Security Privileged Access Manager provides multiple methods for accessing and
grouping the temporary system privileges that you can request.

Access modes
You can access Security PAM by using the following modes:

e User ID pools

* Users get access to a temporary user ID from a predefined pool. You create user IDs in the ESM database, each
of which is assigned the necessary permissions to perform a specific system maintenance role.

e Self-elevation

e Users can have their own user ID privileges temporarily elevated. You grant them membership to privileged
resources (for example RACF groups), each having the necessary permissions to perform a specific system

maintenance role.
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Cha nge ma nagement BreakglassProject BGADMIHN

Description Breakglass Administrator

* All requests require a change control ID oo eorpo
logged in, audit log, and optional SMF RACFGroup BMCAFSI |

RACFProfile RSH .RSS .BGADMIN
records AutoPeriod DO:00 23:59 Weekdays
AutoPeriod DO:00 23:59 UWeekEnds
Secur‘lty management AccessRetention b0 Revoke

kHotity agriepen@bmc.com
 multiple groups can be defined with Notify broberts@bnc .con

. . . . . EndBreakglassProject
dlfferent pI’IVIlegeS for dlfferent prOJeCtS BreakglassProject MYSADMIN

and adCcess nGEdS Description MYS Administration

Mode SelfElevation
o, RACFGroup A
AUdItlng RACFProfile .
ConnecthGroup BHCAFSG
AutoPeriod 17:00 18:00 Weekdays

raised privileges, fully audited and AutoPeriod 00:00 23:59 WeekEnds

e assignment and approval of temporarily

AccessRetention b0 Revoke

traCkabIe Onllne' and Hotity agriepenlbmc.con
optionally via SMF and console messages EndBreakglassProject




PAM Projects

bn{TC Security Privileged Access Manager Menu  Logoff

PAM Projects

BGADMIN:Breakglass Administrator

UserlD User Description State ChangelD Current Status Expires Action
DEMOAPP1 BREAKGLASS APROVER 1 InUse C0001 In use by MVSAQG2 Sun, 2 April 2023 at 11:45
DEMOAPP2 BREAKGLASS APROVER 2 Ready Available
MVSADMIN:MVS Administration

UserlD User Description State ChangelD Current Status Expires Action
MVSAQG2 GRIEPENSTROH, AXEL, InUse cos1s In use by MVSAQG2 Sun, 2 April 2023 at 11:44
CXADMIN:CICS Administartor

UserlD User Description State ChangelD Current Status Expires Action
DEMOPL1 BREAKGLASS DEMO PL1 Ready Available
DEMOPL2 BREAKGLASS DEMO PL2 Ready Available



PAM Projects

Confirm PAM Upgrade Request X
Project MVSADMIN
Security Privileged Access Manager User ID MVSAQG2
® Access Duration 60 A O Days O Hours ® Minutes
PAM PI’O_] ECtS Duratien applies from the time of activation
BGADMIN:Breakglass Administrator ) Access Window Start
UserlD User Description State
mm / dd /yyyy 10:42 AM
DEMOAPP1 BREAKGLASS APROVER 1 InUse @
DEMOAPP2 BREAKGLASS APROVER 2 Ready End
mm / dd /yyyy 10:42 AM
MVSADMIN:MVS Administration
UserlD User Description State
MVSAQG2 GRIEPENSTROH, AXEL, InUse Change ID C0815
Comment Demo Request
CXADMIN:CICS Administartor
UserlD User Description State Send Expiry Notification D
DEMOPL1 BREAKGLASS DEMO PL1 Ready
DEMOPL2 BREAKGLASS DEMO PL2 Ready Send Approval Notification o

Cancel Request



Who can use a project:

* RACFPROFILE

BMCSCM . AFSE . DEMOPLEX . RSHPARM (BGLASS) - 81 .26
=> * To request access to a project (user level), users must

okokkokkokkokkokokokokokokokokokokok ok ok ok ok dokdokdokdokdokok ok ok k have READ access to the resource profile.
BreakglassProject MYSADMIH
Description MYS Administration .
Mode Sel fElevation * To approve access to a prOjeCt (manager |eve|), users
RACFGroup BMCAFSI?2 must have ALTER access to the resource profile.
RACFProfile RSH .RSS .USER
ConnecthGroup BMCAFSGI

AutoPeriod 17:00 18:00 Weekdays

AutoPeriod op:on 2 -;:fl'] leekEnds What Wi" happen by requeSting a projECt:
AccessHetention BB Revoke e RACFGROUP

Hotity agriepenlibmc .com

EndBreakglassProject

* User IDs defined for a particular project must be
connected to the group

* ConnectGroup

* ESM user-access resources provide projects with access
to required system resources.



Logging and writing of an SMF record

bme it L

AMI

0g

Audit Log Details X
Show 200 4 entries Key Value
System BMCA
Date 2023-04-02
System Date Time Application Time 08:46:30
BMCA 2023-04-02 08:48:13 RSS Origin PAM
User ID MVSAQG2
EMCA 2023-04-02 08:46:30 PN
Reference C555555
EMCA 2023-04-02 08:46:30 PAM
il Timestamp Information
BMCA 2023-04-02 Daa:z6 PAM 08:46:30 PAM Project CXADMIN access request by MVSAQG2
08:46:30 System: BMCA
EMCA 2023-04-02 08:45:26 PAM
08:46:30 Project CXADMIN Userid DEMOPL1 access requested by MVSAQG2 for 60 minute(s)
BMCA 2023-04-02 08:44:08 PAM 08:46:30 System: BMCA
08:46:30 Project CXADMIN Userid DEMOPL1 access for MVSAQG2 approved automatically
BMCA 2023-04-02 08:44:08 PAM 08:46:30 System: BMCA
08:46:50 Project CXADMIN Userid DEMOPL1 access for MVSAQG2 activated until 02 Apr 23 09:46
EMCA 2023-04-02 08:41:46 RSS
08:46:50 System: BMCA
Showing 1 to 8 of 8 entries 08:47:04 Project CXADMIN Userid DEMOPL1 access for MVSAQG2 released by MVSAQG2
08:47:04 System: BMCA




Multi-system configuration

The user submits a request
on multiple systems, and one
or more of the systems is
down.

The request proceeds with
the remaining systems. The
master instance continuously
checks the status of the
associated systems. When
the system becomes
available, the user can
complete the request for that
system.

© Copyright 2023 BMC Software, Inc.
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Summary & Question

Who has access to which privileges is in the ESM
*  PAM projects can be part of the role definition

ccess Manager

*  With PAM user get request the needed privileges
when they need it in a self-service manner (either
with or without manager approval) istrator

iption ChangelD Current Status Expires

* Following the least privilege approach ¢ APROVER T valable

5 APROVER 2 In use by MVSAQG2 Tue, 4 April 2023 at 18:43

*  Only have privileges assigned to your user if you

. htion
need it. -
iption State ChangelD Current Status
ROH, AXEL, AcceptWart c12311 Pending acceptance by
MVSAQG2
PAM can be integrated in overall processes br

° Ve rify a Ctive C h a n ge eXiStS iption ChangelD Current Status

S DEMO PL1 Available

S DEMO PL2 Available

e Offer a REST API so it can be called from tools like
CyberArc




Cybersecurity

Identify Dota D
. ata Discover ors .
Data Discovery brogram Y Ca pablllty Tool Chain
BMC Helix Discovery BMC Ma'nﬂime Services B b S I
| VIC .
mc Solutions
Protect
e ] N\ \
Network Micro Digital Certificate Privileged Access Policy Configuration Role Based Access Security Admin
Segmentation Management Management Audit Management Managed Services
L BMC EC for lllumio ) L BMC EC for Venafi ) BMC PAM BMC SPM BMC EC for OIM L BMC Mainframe Services
- - - — )
) Vulnerability . Role Based Access . ) Security Engineering
Penetration Tests Security Assessments SWIFT Assessments Training & Education & Architect
BMC Mainframe Services Assessments BMC Mainframe Services BMC Mainframe Services Management BMC Mainframe Services r.c tec ure,
L ) L BMC Mainframe Services ) BMC Mainframe Services \ BMC Mainframe Services

Detect

Alerts/Indicators of SOC & SIEM File Integrity File integrity . .
( ) Com ) | . Lo Monitori Security as a Service
promise ntegration Monitoring onitoring BMC Mainframe Services
B bmc Products BMC Command Center BMC Command Center BMC MainTegrity FIM+ BMC Mainframe Services
\, J
( ) d
Respon
. . Automated . - ;
B bme services Incident Response R Forensic Investigation Forensic Inacident Response
BMC Command Center & esponse BMC Security Session Investigation BMC . .
\_ J BMC Command Center & - ; BMC Mainframe Services
SPM Manager Mainframe Services
SPM
Recover

Security Policy
Updates

BMC Mainframe Services

Security Remediation
BMC Mainframe Services

Data Recovery
BMC S- multiple

Withstand, Respond to, Recover




BMC AMI Security

Datastream

Enriched Mainframe data

Security Policy
Manager

Privileged Access
Manager

Self service
Password Reset

Enterprise:
lllumio & Venafi

esmGUI

Multi esm administrator

Security Session
Monitor

Maintegrity +
Partners

© Copyright 2023 BMC Software, Inc.

BMC AMI Command

Center for Security
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